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Motivation

▪ High Precision Timestamps (HPT) Services

▪ Troubleshooting

▪ Increasing volumes to capture

▪ Demand for extra TAPs to improve our monitoring



Motivation

Colo 2.0 Topology
Cisco 3548X Access Layer Switch

Optical TAP (capture and time measurement)

Cisco 3548X Distribution Layer Switch



Status Quo

▪ Two-Socket Intel servers with a bunch of Solarflare NICs each

▪ Running SolarCapture Pro

▪ TAPs are aggregated and timestamped by Metamako devices

▪ Issues

▪ Unclear future of SolarCapture

▪ High CPU usage

▪ Easy to drop packets even after extensive tuning



Non-Solutions

▪ SolarCapture Pro

▪ FMADIO capture appliance (as of 2021)



T7 Solution

▪ Requirements:

▪ Capture 4 x 10 Gbit ports per host at line-rate/minimal packet size, in wire order

▪ Single Socket server with plenty of NVMe slots

▪ Linux Asynchronous Direct I/O

▪ Capture NIC with bonus features:

▪ Big on-card buffers

▪ Bulk transfers to host memory

(Sidenote: we continue to use Metamako devices for aggregation and timestamping)
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T7 Solution - SmartNIC

▪ Napatech NT100A01

▪ 4 ports

▪ FPGA on board

▪ 8 GiB on-card buffer

▪ Freely configurable host buffers

▪ Packets can be transferred in bulk, including PCAP headers

▪ No off-the-shelf capture application included,

but useful C API is available (-> Napa2Disk)

▪ Good documentation



NT100 Clock Skew



NT Clock Skew

▪ Stratum 3 TCXO

▪ In a real world datacenter environment

▪ When synchronizing against a 1PPS signal from a GPSDO



Napa2Disk CPU Usage

▪ One core per capture port

▪ ~ 60 % utilization at saturation

▪ (10 Gbit, minimal sized packets)



▪ T7 gets new capture servers

▪ New capture solution:

▪ captures at line rate (minimal sized packets, in wire-order)

▪ saves hardware resources

▪ includes some safety margins

▪ e.g. for unexpected scheduling delays

Summary
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